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1ISO 26262 “Road Vehlcles Functlonal Safety”

Automotive

= 1S0O 26262 is a functional safety standard for road vehicles

= Facilitates modern software engineering concepts such as
— Model-Based Design
— Early verification and validation
— Code generation

- MathWorks IEC Certification Kit Compliant with ISO 26262 2nd Edition
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» Vocabulary

* Management of functional safety

» Concept phase

* Product development: system level

* Product development: hardware level

* Product development: software level

 Production, operation, service and decommissioning
* Supporting processes

» ASIL-oriented and safety-oriented analyses

* Guidelines on ISO 26262

» Guidelines on application of ISO 26262 to semiconductors

» Adaptation of ISO 26262 for motorcycles
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» Model-Based Design
» Early verification and

validation

= Code generation

= Tool classification
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Common questions regarding 1SO 26262

Is Simulink suitable for use for ISO 262627

= Do | have an ISO 26262 compliant workflow?

= How to efficiently reach unit testing coverage criteria?

= How to achieve freedom from interference?

= Can we use AUTOSAR and meet ISO 26262 at the same time?



KOSTAL Asia R&D Center Recelves ISO 26262
ASIL D Certification for Automotive Software
Developed with Model-Based Design

Results
= Development and certification time cut by 30%
= 80% of errors identified in modeling phase
= PIL test framework for ISO 26262 established

Link to user story
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Kostal’s electronic steering column lock
module.



https://www.mathworks.com/company/user_stories/university-college-london-improves-computational-literacy-with-online-and-onsite-matlab-training.html
https://www.mathworks.com/company/user_stories/aberdeen-asset-management-implements-machine-learning-based-portfolio-allocation-models-in-the-cloud.html

1ISO 26262-6:2018 Update for MathWorks tools

Table 5 — Notations for software unit design

ASIL
Notations
A B C D
la |[Natural languagea ++ +4 +4 +4+
1b |Informal notations +4 ++ + +
1¢ |Semi-formal notationsb + + +4+ 4+
1d |Formal notations + + + +

M 2111 (1 1) [3d

Simulink® and Stateflow® are examples of suitable products

nformation is given for the convenience of users of this document and does not con
products.

tute an endorsement by

a  Natural language can complement the use of notations for example where some topics are more readily expressed in
natural language or provide an explanation and rationale for decisions captured in the notations.

EXAMPLE To avoid possible ambiguity of natural language when designing complex elements, a combination of an activity

ese

NOTE

[ ] | () MOUEeI-D PLODINET

westfmodel which serves as the basis for the code generatlo
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Table 2 Software Architecture Design Notations has similar suitability wording for use of Simulink and Stateflow
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1ISO 26262-6:2018 Methods and Model-Based Design

Table 9 — Structural coverage metrics at the software unit level

Methods AdlL
A B C D |7
la |Statement coverage ++ ++ + +
1b | Branch coverage + +4 e +4
1c | MC/DC (Modified Condition/Decision Coverage) + + + ++

L 4

-1 712 713 714 715 716 T7 718 719 T-10 T-11 T-12 T-13 T-14 T-15

-Supported by MBD

++ Highly Recommended
Recommended
No Recommendation

53 3 X~ TS 0O o0 T
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Common questions regarding ISO 26262

Is Simulink suitable for use for ISO 262627

= Do | have an ISO 26262 compliant workflow?

= How to efficiently reach unit testing coverage criteria?

= How to achieve freedom from interference?

= Can we use AUTOSAR and meet ISO 26262 at the same time?




Use Model Reference for Unit Level Model

- Challenges: R
— Modularize algorithms for reuse @D g
— Preform unit level testing -
— Configuration management
— Achieve freedom from interference CO g

P s _sigt
1_sigt b
P w2
2 _bus
Foature 2
P it
2 sig2 —<—
P wims
Feature

= Best Practice | -
. m% - v en ...~®w ol
— Use model reference for unit level model O
. . . 5 S e
— Group units to form functional hierarchy
with virtual subsystems ” -
-""’H:;:,;.;.x.',‘-: " v uni2_vig! .
Q—Tw.w u-&x&;:gw
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Use Model References when splitting ASIL and QM

- Challenges:
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— Achieving freedom from interference

— Integration of generated code

- Best Practice:
— Generate code separately

for each ASIL/QM component

Model Hierarchy Modeling Pattern

Top level (ASIL / QM) Model Reference

Features Subsystem

Unit Model Reference

10
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Establish Data Protection Between ASIL and QM Components

Signal 2/

= Challenge:

— How to provide signal protection between ASIL and : p
QM components? QM | signal1  ASIL

) SW-C w SW-C
= Best Practice —_

— Use Get/Set storage class for signals between ASIL
and QM components

196 /* SignalConversion: '<Root>/Signal Conversion2' incorporates:

187 * Inport: '<Root>/hwInt7'
188 w'd

189 rtb_SignalConversion2 = get hwInt7();
119
111 | /* SignalConversion: '<Root>/Signal Converg e a4y
112 ¥ Inport: '<Root>/unit3 sig2’
113 4 e =
114 rtb_UnitDelay = get_unit3_sig2(); e M——
115 gt ,!
116 / SlgnaLCom.lerswn. <.Root>./51'anal. Conver Unid %_’@_' R
117 ¥ Inport: '<Root>/unit6_sig2 T
118 */ ®— .@_’ : ”
B ik} g2
119 rtb_SignalConversion4 = get unit6_sig2(); wi g2 "
2 D [E]—
e ' . " RALLR win_sigt
121 /* ModelReference: '<Root>/Unit5' incorporates: =2 T e N A
122 * UnitDelay: '<Root>/Unit Delay' ' o
£

123 */
el wiczeae e . s Beonm e GRS 1



AUTOSAR Implications

= Best practices compatible with AUTOSAR

Application Layer

SWC1 ||SWC2 ||SWC...

Run Time Environment (RTE)

= Get/Set function can be implemented using
Send/Recelver port

= Challenge: a
Ensure match between specification
and implementation

—> Polyspace AUTOSAR 5

Basic Software

ComponentBehavior - swc001.bhv001

in namespace: pkg.tst002

» 1 behaviors: 1 parsed, 1 extracted, 1 verified

» 3 runnables: 3 implemented in 4 c-files

» 87 verification-checks: 1 red, =, 84 green
Za] show behavior-graph (click)

B show behavior-page (double-click)

giv001
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Summary
ISO 26262 Process Deployment Advisory Service |

MathWorks Consulting Services works with you to migrate
your existing process—whether based on manual methods
or Model-Based Design—to a process framework for using

" Mathworks Su pport for ISO 26262 Model-Based Design with ISO 26262. Customized to your

— |EC Certification Kit e m——— “ Il'ti::eeslg?;sszjsur s

plowrbodedintoy fa more optimized

— COﬂSUIUng ~ e o] 8ign, and works

= Best practice -
— Freedom from interference e B~ ¢
— Unit testing TR
- AUTOSAR ey
— More information:
= tgross@mathworks.com

=  uwahner@mathworks.com
= MathWorks ISO 26262 landing page

= See us at the demo booth
Discuss how we can support your ISO 26262 project
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