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HACRERS REMOTELY RILL A JEEP ON THE
HIGHWAY—WITH ME IN T

AT o

AL

Miller (left) and Valasek demonstrated the rest of their attacks on the Jeep
drove it around an empty parking lot. FO] WHITNEY CURTIS FOR WIRED

8. 201545 https://www.wired.com/2016/08/jeep-hackers-return-high-speed-steering-
acceleration-hacks,
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Control Utility RTOS,
Algorithm, (I/0 Driver, Fault Logging,

Fault Detection, Lookup Service Tool
Supervisory Table, Interface

Logic etc.)
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Improper Input Validation

ICS Security Configuration and = =]

Mainenance - A DREIRE:
Credentials Management
Improper Authentication

Permissions, Privileges, and — H| *iﬁﬂ]@lﬁﬁﬁ%ﬂg

Access Controls

20%21% a ILFo3vIIER

40%

30%

20% 18% =
15%15%
10% =
6% 5%
0% ' :
ICS-CERT 2009-2010 2004-2008
Published CSSP ICS CSSP ICS
Vulnerabilities Product Assessments
Assessments

{88 : 20164 Industrial Control Systems (ICS) Cyber Emergency Response Team (ICS-CERT) 10
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char *get password ()
{

int ¢ max = 12;

int ¢ min = 8;

S M unsigned int t = time (NULL); tlme() — Integer
0 szand (5); 2,147,483,647 aliE (232-1)
o] unsigned int len = (EEBQ() % (c_max
char *password = malloc(len);
int v9 = 0;
do{
(o] unsigned int v10 = 5339();
int vll = convert byte to ascii letter(vl0 % 62);
password[v9] = vll;
vO++;
} while (len > v9); E}

return password;

Polyspace Bug Finder
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MISRA C:2012 Amendment 1

Additional security
guidelines for MISRA C:2012

April 2016

v #

fLWI—F 1208 (CHtIE

(27T required & mandatory)

v F

RFLWEET (directive) : 1

v

FLWL=JL (rules) : 13

v BAFOIL-IVEE [21.8]
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MISRA-C:2012 eX&T1 OFLWEET4.14DF)

int corrected taintedintdivision(int usernum, int userden) {

—

int r = U;

if (userden!=0 && !'(usernum=INT MIN && userden==-1)) {

r = usernum/userden;

print int(r);
return r;

BRENET-IICLBRE

OF Tainted division operand (Impact: Low)
*  MISRA C:2012 D4.14 (Required)

¥ MISRA C:2012 D4.14 (Required) 2/

The validity of values received from external sources shall be checked.
Division (/) operation operands are from an unsecure source. Check for:
- Denominator of zero.

- Numerator of minimum value and denominator of -1.

4\ MathWorks
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TEEERE SRS | Where SreTheErrors o

int ;ew_positiom(int sensor_posl, int sensor_pos?)
{
int actuator_position;

int %, ¥, tmp, maznitude;

actuator_position = 7; /% default*/
tmp = 0; A ovalues #/
magnitude = sensor_posl /4 100;

v = magnitude + 5;

while (actuator_position < 10)
[
actuator_position++;
tmp += sensor_pos? /7 100;
v = 3;
1
if ((S*¥magnitude + 1007 > 43)
{

maznitude+t;

¥ = actuator position:
| actuator_position = x / (x - v); i

return actuator_position¥magnitude; A ovalue ®/

!

4

m

toEoe]ge

A—=I\=JO—-0o]gEM

FHRAED B HENE

actuator_position = x / (X - y);

&\ MathWorks
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Polyspace Code Prover DSR{TH#ER

o &=

TEFEFEROFET | WhereAreTheErrors c |

int new positionlint sensor_posl, int sensor_pos?)

v HPPBREMETI- ROBZ LM %ETRE

int x, v, tmp, maegnitude;

actuator_position = 2; /% default®/ v 7__1 h%?fbﬁ(:%lﬂﬁﬂg (L—-ﬁg*ﬁ
= (; A values ®/
. EITIIS—
{ . BRI EBRITIIS -

tmp += sensor_posZd / 100; ® E“E*ﬁgnj_ F

I
if ((8tmagnitude + 100) > 43)
{

magnitudet++;

¥ = actuator position

actuator_position = % / (x - v);

operator / on type int 32
left: 10
nght: [-21474835 .. -1]
result: [-10 .. 0]

22
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Quality (&)
— 914 LAI5—D:IEBA
— HE. mL. EH
Usage (fEA7GE)
— VKA, TOVSART. TAM=-RI(E

=
— MWIEE5E : C/C++/Ada [ﬁlx— . Fw RJ—K 1
Process (2'0t2A) =0
— SY94AIS-DRIRIH —
_ BEBERI-K, \YKI- kORI | Adsonproven |
- J-FOEmIEZRE

EHRERRIIC]— MEFTEZ

int *p = array;
inti;

_} ...........

sIEEH

static void pointer_arithmetic (void) {
int array[100];

N\for (i = 0; i < 100; i++) {

*p = 0; %
Yo

by

if (get bus status() > 0) {
if (get_oil pressure() > 0) {

*p = 5;

4\ MathWorks

\} iili_e_{ Dereference of local pointer ‘p’
}—’ (pointer to int 32, size: 32bits):

¥ Points to 4 bytes at offset 400 in

. buffer of 400 bytes, so is outside
I=get bt pounds.

if (i >= 0) {
*(p - )= 10;

RERL TERD &I (Enam ]f"

Y- FyT
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- J0-)NWVERORIFP I ADIFE

tasksl.c tasks1i.c
procl SHRS5 READ
tasks1.c tasks1.c
proc2 SHRS WRITE

4\ MathWorks

- HEET SRR (CHEHL

IEC Certification Kit
User’s Guide

R201

- MBD¢ODfREICELD

3b

i CERTIFICATE
MMMMMMM

Model(s):

........

vvvvv

Pohnsac - ettt C Do e S i b, bt

Mo S ETEEE

Z2EDHENR
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MISRAI—-IIERDE DL

r

flnat risk of floatdivisicnbyzerc{int p)

l:_'_:'j De IZF % | fx x| Misra_C2004.c f risk_of_floatdivisionby

'8

MISRA ~ID 7: MISRA C:2004 10.1

Mot a defect
The value of an expression of integer type shall not be implicity -
—_ 3= converted to a different underlying type.
W—=IER

= MISEA C:2004 10,1
lassification

Status
Implicit conversion of the binary - right hand aperand of underlying type

ad) o action planned -
memumww . |
" ID 130: Overflow Justified
ﬁé’l&@%ﬁﬂﬂ Dp:;::::tr; r[—! :: :;;?et 1;1::5 ;;t overflow in FLOAT32 range oroven comect
(j_}\_jn_ﬂb) left: 1.0

right: [-2.14756%%% .. -0.9999] or [0.0 .. 2.1475E 09
\___result: [-2.1475E 703 . 2. 1475609

19 tmp = - p:

Polyspace Code Prover
W
i = 0.

: MISRAI—IERDIEX{LD
S iB#E L TPolyspace% & ATl 4k
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tasks1.c ::-::|
static int 2HES = h:

MEENRLE1I-FE D374 hIVRLVEI—-FiE
— tasks1.c tasks1.c
v icgExhixs D
Variable 'tasks 1.5HR.T is shared among several tasks., e Q
s kMR koo 249 procl proc? procl SHR5 READ

&=/ ZAHTI AT procl

S TN N S S

.- - — = 7 \\

A B Ak e 17 tacks] c ! tacks] c !

&/ EFA DG 5 tasks1l.c _init_globals) 29 ® i Q i

4 BHAMMBE: 28 taskslc  proci( 103 I :

i} proc2 \ SHRS WRITE 1

b SNAHRLINE: 5 tasks1.c proc1() 103 N ‘
b ENEREME: Sor 28 tasksl.c proc2() 112 a‘u_*/ : EJH%T’]'UZD“M%E%

JL— =UTLWRHREH
ALY ﬁﬁé\ aJgeEHmD ”



Polyspace Code Prover — 1S026262j&EHH

5 75% | B CheckReview
CEE =1 1R _of floatdvisonby| | ¥ MISRA C:200410.1
L Jassifcati

sh:

ll not be implicit!
con tatus
Impli perand of underlying type
b r i No action planned
v Justified
s AR proven correct
2147579

ain.c X | single_fie_analysis. 4 » B
R L

129 static woid Recursion{int# depth)

-------- Recursion_caller ()
190 /W if depth<D, recursion will lead to division by zerc [ dom_int()
131 1 B
132 float advance: P tecursion()
133 i B random_int{)
134 #depth = #depth + 13 B b Re{EEEFEL
195 advance 1.0 7 [Float) (depth)s /4 potential div || o b Recorsion)
136 E- 4 RTEQ
137 i A main{)
138 if (#depth < B0) {
m Recursiontdepth);
140 }
141}

main.c

BIEFUHLOFR!

v E g ahiws (2
Variable 'tasks1.5HR.5' is shared among several tasks.

SEAMLUIT R AS: procl proc2 tasksl.c

A ez b T procl

&= FAL{E: 5

4 &= FiA okl 23 tasksl.c pr]
P ERAEERLME: S tasks1.c pr]
» St HER kIl 50r 28 tasksl.c pri

= FAMITT R AL procl ‘ ‘

tasks1.c

SHR5 READ

tasks1.c

©

SHR5 WRITE

J0-)NVE ;Aw)nlﬁ DEADKFE

1 No implicit e conversions
J P typ #’io)igmw**u:

No recursions BIFMEUHLOELE

1g Data flow analysis ¥—470—f#ifr

4\ MathWorks

Table 8 — Design principles for software unit design
and implementation YJ M 171y hEEHEERDERFER

ASIL (z2utExLAN)

mnn

++ ++ ++

+ o+ ++ ++
+ + ; GECHERE, + R

Table 9 — Methods for the verification of software unit design
and implementation YJ MJI171Zy bS5 OIREES E

ASIL (za2ERiAN)

ﬂ-

++ 4+
+ + ; GECHERE, + R

INTERNATIONAL ISO
STANDARD 26262-6

First edition
2011-11-15
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CERTIFICATE

No. 21009 07 67052 003

Holder of Certificate: The MathWorks, Inc.

Factory(ies):

Certification Mark:

Product:

Model(s):

Parameters:

3 Apple Hill Drive
Natick MA 01760-2098
USA

63726

Software Tool for Safety Related
Development

PolySpace® Client™ for C/C++
PolySpace® Server™ for C/C++

The verification tools are fit for purpose to verify safety
related software according to IEC 61508, EN 50128,

ISO 26262, and derivative standards.

The verification tools are qualified tools according to

1SO 26262.

The report MN74651C is a mandatory part of this certificate.
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Miracor Eliminates Run-Time
Errors and Reduces Testing Time
for Class II1I Medical Device
Software

“From a developer’s perspective, the main advantage of Polyspace Code
Prover is a higher level of quality and correctness in the code. Polyspace
Code Prover helps Miracor demonstrate this quality and correctness to
the regulatory community, including the FDA, to prove that our device is

safe.”
- Lars Schiemanck, Miracor Medical Systems

https://jp.mathworks.com/company/user stories/miracor-eliminates-run-time-errors-and-reduces-
testing-time-for-class-iii-medical-device-software.html

Solar Impulse Develops
Advanced Solar-Powered
Airplane

“From a developer’s perspective,
the main advantage of Polyspace
Code Prover is a higher level of
quality and correctness in the
code. Polyspace Code Prover
helps Miracor demonstrate this
quality and correctness to the
regulatory community, including
the FDA, to prove that our device

is safe.”
- Lars Schiemanck, Miracor Medical
Systems

https://jp.mathworks.com/company/user_stories/solar-impulse-develops-advanced-solar-
powered-airplane.html
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VIRII7 DiEREZR L

[Polyspace ®#mlc&O>T. S
LARIWRYI MII7 OS5 E%Z
HRIBENTEET ., Chid.
EFRADOMDY-IICIETER
(A ar P

- BONEE, DEEwE
BN
VINII7mEBZzE EEE3HIC. BENREERSOHIILIS—
ZHFTEIT D

Yyi-33>
MathWorks DPolyspace®EmzERALT. BELY IS5 —
OJ—RzEIEMICEETT S

&R

BT514 V7 -0\ =i U TR

VIR 7 DERE N[
HEODYTS1417 -1 Polyspace & m%xixF

https://jp.mathworks.com/company/user_stories/nissan-increases-software-reliability.html

31


https://jp.mathworks.com/company/user_stories/miracor-eliminates-run-time-errors-and-reduces-testing-time-for-class-iii-medical-device-software.html
https://jp.mathworks.com/company/user_stories/solar-impulse-develops-advanced-solar-powered-airplane.html
https://jp.mathworks.com/company/user_stories/nissan-increases-software-reliability.html

‘&i Polyspace — F&®
AR ITIC K D] — MREIICEFIVUFT 1 L Z2EDIELR

Polyspace Bug Finder™ Polyspace Code Prover™
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v TFIUTRESEEE) T DREIR v HHWBZEMFTI-ROTL 4%
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) MathWorks: | Training Services

Polyspace® {REE DA It

Polyspace® Code Prover™ [Z& % C/C++ O—RFDIREE

} MathWor
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v R, 2o B, ARICTEHIRE
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Accelerating the pace of engineering and science
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